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Whe rise in recent years in the number of investor-state disputes in the telecommunications 
sector has been well documented.[2] Whe growth in disputes reLects the universal and 
critical nature of the sector U a functioning telecommunications sector is an essential 
precondition to economic development[3] U as well as its burgeoning value[4] Cthe global 
telecommunications market siSe is ezpected to reach $786.x‘ trillion by 6465[5]2.

Rreater demand for cloud-based technology and higher-speed connectivity, as well as the 
proliferation of consumer-generated multimedia content and the widespread adoption of 
smartphone devices, all fuel such growth.

Whe competition to capture a share of this lucrative market is Gerce, with several key 
players Kaggressively investingT[6] in nezt-generation CJR2 network infrastructure, with some 
commentators dubbing JR as the driver of the fourth industrial revolution.[7]

Although JR has chieLy been deployed in 7outh Morea, the $nited 7tates, Napan, 0hina 
and –urope, the availability of affordable handsets and high-speed networks will follow 
in (atin America, the 0ommonwealth of Bndependent 7tates, the Piddle –ast, 1orth 
Africa and sub-7aharan Africa.[8] 0hina, Bndonesia and Bndia are earmarked to become 
Ksmartphone superpowersT by 646J, and countries including )raSil, ’ussia, 9akistan, 1igeria 
and )angladesh are in hot pursuit.[9]

Aside from the sheer value of the global mobile telecommunications ecosystem CE4 per cent 
of which is accounted for by mobile operators[10]2, a number of factors ezplain why it lends 
itself to disputes between investors and states.

First, national telecommunications operators tend to be highly regulated Cin particular in 
developing economies2, meaning a high degree of interaction between the investor and host 
state and, therefore, a high degree of sensitivity on the part of the investor to the statesT 
actions or omissions.

7econd, and in keeping with its high-regulated nature, state-owned enterprises Cor former 
state-owned enterprises2 often compete with foreign mobile network investors, raising the 
prospect of discriminatory treatment by the host state in favour of its domestic operator.[11]

Whird, the evolution of mobile technology rests on the availability of a scarce resource, 
namely spectrum Ci.e., radio freIuencies used for communication over the airwaves2. 7tates 
increasingly consider that spectrum should be allocated in accordance with Cnational2 public 
interest principles, which again militates against eIuality of treatment towards foreign 
investors.[12]

Fourth,  many  long-term  telecommunications  operating  licences  and  concession 
agreements  were  entered  into  between  states  and  foreign  investors  following  the 
liberalisation of markets in the HDD4s, when the sector was in its nascent stages and its 
potential value was not apparent. A belated realisation of the proGt opportunities in the sector 
has prompted certain states to adopt unlawful measures to regain control of operators held 
by investors or claw back greater value from foreign investors.[13]

Accordingly,  in  the  past  couple  of  decades,  investor-state  disputes  in  the 
telecommunications sector have concerned, inter alia, the adoption of nationalisation 
measures CDunkeld v. Belize,[14] Telecom Italia v. Bolivia[15] and Brandes v. Venezuela[16]

-

2, forced transactions at an undervalue CRumeli v. Kazakhstan[17]2, changes in legislation 
and regulations CGTH v. Canada[18]2, licence or concession renewal negotiations COrange 
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v. Jordan,[19] Neustar v. Colombia[20] and Millicom v. Senegal[21]2, the imposition of Gnes 
and tazes CVodafone v. India[22] and Fouad Alghanim v. Jordan[23]2, harassment campaigns 
waged against foreign operators CMTS v. Uzbekistan[24] and Orascom v. Egypt[25]2 and 
allegedly discriminatory ezclusion of mobile network operators from freIuency auctions C-
Huawei v. Sweden2.[26]

As with other industries and sectors, civil or military conLict has been the backdrop to a 
number of disputes in the telecommunications sector. Bn such instances, the foreign investor 
is not necessarily the target of a stateTs unlawful actions but may suffer collateral damage 
as a result of the prevailing political circumstances.

For instance, a consortium of investors in BraI, led by Nordanian investor Btisaluna, were 
awarded a licence to launch voice data and internet services in 644E, which included the 
right to operate international gateways. jowever, from 6445 onwards, amid an increasingly 
hostile  security  situation,  BraI adopted a series of  measures that  made operations 
impossible, including demanding that Btisaluna should cease operating the gateway and 
laying optical Gbre cables and directing an internet shutdown. Btisaluna and others claimed 
that BraI had breached, inter alia, its obligation to protect investors Calthough the Bnternational 
0entre for 7ettlement of Bnvestment Visputes CB07BV2 tribunal declined 3urisdiction to hear 
the claims2.[27]

Bn 644D, Rlobal Ooice Rroup, a 7eychelles-based operator, signed a contract with the Ruinean 
9ostal and Welecommunications ’egulatory Authority to monitor international calls and 
determine operator fees and tazes owed to the state. Ruinea subseIuently alleged that the 
contract was entered into at a time of profound political instability when there was a military 
government in place, in violation of principles of international public policy.[28]

Bn 64H4, 9enwell )usiness (imitedTs holding in MyrgySstanTs mobile operator Pegacom was 
forcibly transferred to the MyrgyS 7tate 9roperty Panagement Fund following the ousting of 
9resident )akiyev in MyrgySstanTs April 64H4 revolution, leading to 9enwell Gling a $78?44 
million claim for alleged ezpropriation.[29]

0rucially, political insecurity and military conLict not only can give rise to the adoption 
of  measures  by  governments  that,  in  turn,  trigger  disputes  with  investors  in  the 
telecommunications sector but also can render the resolution of those disputes more 
complez if the resolution is sought prior to political stability being achieved Cwhether for 
commercial or legal reasons2.

Whis reIuires, therefore, the allegedly wronged telecommunications investor to carefully 
consider the challenges of bringing a claim against a politically unstable state.

:n a purely practical level, such challenges may include a counterpartyTs failure to participate 
in the arbitral proceedings Cor inability to participate in a timely fashion2, which will not 
necessarily hinder the arbitration from proceeding up to the issuance of a Gnal award but will 
undoubtedly have conseIuences for the claimant party Cincluding costs conseIuences2.-
[30] For instance, tribunals will need to guarantee the non-participating partyTs due process 
rights,[31] and will conseIuently be highly cautious in their approach to the conduct of 
the proceedings Cnot least in light of multiple possible grounds for annulling or resisting 
enforcement of the resultant award in the absence of one partyTs participation2.[32]

0onLict and instability could eIually hinder a claimant partyTs ability to access documents, 
witnesses and other evidence, and also to have claims ad3udicated before local courts Cwhich 
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might be a precondition to bringing a claim against the state before an international arbitral 
tribunal2.

7imilarly, any attempts at settling a dispute against a state are rendered harder if the state 
is in political turmoil. Bn normal circumstances, by contrast, there is a relatively high rate 
of settlement of investor-state disputes in the telecommunications sector because of the 
long-term nature of the investorTs investment Ce.g., a ?4-year operating licence2 and the fact 
that operational networks are essential to the everyday functioning of civil society.[33]

For instance, political unrest in 7udan complicated the resolution of a dispute involving 
local network operator Net 1et, which was building a country-wide wireless communications 
network under a licence issued to Pichael Vagher by the Pinistry of 0ommunications. 
Following the stateTs alleged failure to provide the promised network freIuencies, in 64Hx, 
Pr Vagher brought the Grst ever B07BV case registered against 7udan. 9roceedings were 
suspended in Vecember 64H‘ and discontinued in August 6464, with eztended dialogue 
between the parties coming amid political unrest in 7udan, which led to the overthrow of 
the countryTs former president, :mar al-)ashir, in 64HD.[34]

A more academic consideration concerns the eztent to which the protections afforded to 
telecommunications investors by bilateral or multilateral investment treaties may be affected 
by armed conLicts. Although the dominant narrative suggests that treaties dealing with 
the protection of foreign investment continue to apply following the outbreak of armed 
hostilities,[35] certain commentators opine that it may be possible to lawfully suspend the 
provisions of such treaties once an eztensive armed conLict emerges.[36] Pore speciGcally, 
the Bnternational (aw 0ommissionTs Vraft Articles on the –ffects of Armed 0onLicts on 
Wreaties[37] are considered a possible source of relief for states suffering the conseIuences 
of war from the obligation to provide compensation for breach of treaty provisions.[38] 7tates 
might also seek to invoke internal laws to repudiate commercial arbitration agreements, or 
ezercise police powers to interfere with the arbitration process in periods of crisis.[39]

Whree key legal Iuestions merit particularly close analysis by investors when contemplating 
bringing a claim against a state that is in civil conLict, or has been sub3ect to an insurrection, 
or where competing factions claim to represent the state.

First, who bears responsibility for the damage incurred during the civil unrest; 7econd, what 
claims may be available to investors in the event of losses incurred during civil unrest; Whird, 
which regime legitimately represents the state and therefore is the right party against whom 
to bring the investorTs claims;

–ach of these Iuestions is ezamined in turn below.

ATTRIBUTION OF CONDUCT DURING CIVIL UNREST

Bnternational law on state responsibility is codiGed in the Bnternational (aw 0ommissionTs 
Vraft Articles on ’esponsibility of 7tates for Bnternationally qrongful Acts Cthe B(0 Articles2.-
[40]

Article x of the B(0 Articles provides that states are responsible for the acts of their organs, 
including any person or entity that has that status in accordance with the internal law of 
the state. 7tates are eIually responsible for persons or entities ezercising Kelements of the 
governmental authorityT CB(0 Articles, Article J2, for those acting on the instructions of, or 
under the direction or control of, the state CB(0 Articles, Article 52, and for conduct adopted 
by the state as its own CB(0 Articles, Article HH2.
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Whus, in line with the foregoing and in keeping with the principle of continuity Cwhereby a 
stateTs ezistence and international rights and obligations remain constant despite political 
and governmental changes2, in the normal course of events, a nation is responsible for the 
actions of its past and present governments.[41] jowever, internal political or civil unrest can 
lead to a battle for control for power of sovereignty and the conseIuent establishment of a 
de facto government displacing the de jure government.[42]

:f greater relevance, however, in this contezt of civil unrest, is Article H4 of the B(0 Articles, 
which provides for the stateTs responsibility for the actions of an insurrectional movement 
during civil warZ

H. Whe conduct of an insurrectional movement which becomes the new Rovernment of 
a 7tate shall be considered an act of that 7tate under international law.

6. Whe conduct of a movement, insurrectional or other, which succeeds in establishing 
a new 7tate in part of the territory of a pre-ezisting 7tate or in a territory under its 
administration shall be considered an act of the new 7tate under international law.

Article  H4  thus  contemplates  scenarios  whereby  the  acts  of  non-state  organs  can 
ezceptionally be attributed to a state.[43]

9rofessor Vumberry adduces the following principles in his seminal analysis of Article H4.[44]

First,  he  ezamines the  scenario  whereby  the  rebels  succeed in  establishing a  new 
government and determines that CH2 the new government is responsible for acts committed 
by the previous government and C62 the acts committed by the rebels during the civil conLict 
are attributable to the state after their victory.[45]

7econd, he considers the conseIuences of an unsuccessful rebellion and determines that 
the acts committed by rebels are not generally attributable to the state ezcept where CH2 the 
rebels have succeeded in establishing a local de facto government Ci.e., ezercising effective 
control over part of a stateTs territory2, C62 the rebels are responsible for an ezpropriation that 
beneGts the state or C?2 the state fails to discharge its duties of due diligence obligations to 
protect foreign investors.[46]

Whird,  9rofessor  Vumberry  considers  the  scenario  whereby  the  rebels  succeed  in 
establishing a new state and determines that CH2 the acts committed by the rebels are 
attributable to the new state but that C62 the new state is not responsible for the acts 
committed by its predecessor state in Gghting the rebels during the civil conLict.[47]

Fourth, he ezamines the scenario whereby the rebels do not succeed in establishing a new 
state and concludes that CH2 the rebelsT acts are not attributable to the state and C62 the state 
is responsible for its failure to discharge due diligence to protect foreign investors.[48]

Whe foregoing analysis rests on a deGnitive determination of whether an insurrection has 
led to the successful establishment of a new government or state. Accordingly, the effect 
of the acts of a revolutionary group will be deemed suspended until it emerges as a new 
government or state. An investor should be aware, therefore, that if it enters into a contract 
with an insurrectional force, the contract might well not bind the de jure government.[49]

Article H4 of the B(0 Articles has been little considered in practice by international investment 
treaty tribunals. $ntil recently, AAPL v. Sri Lanka Cdiscussed further below2 was one of the few 
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cases in which a tribunal had considered state attribution and responsibility in the contezt of 
armed conLict. $nrest in the Piddle –ast has prompted other tribunals to ezamine the issue 
Calthough not necessarily through the prism of Article H42.[50] Bn both Strabag v. Libya and 
Cengiz v. Libya, for ezample, the reasoning of the tribunals has been called into Iuestion.-
[51] Bt remains to be seen how future tribunals will approach the sub3ect in light of such 
criticism and given the growing number of conLicts that reIuire an analysis of attribution 
and responsibility in the contezt of armed conLict.

INTERNATIONAL RESPONSIBILITY FOR CONDUCT DURING CIVIL UNREST

1aturally, a distinction is to be drawn between attribution and responsibilityZ it does not 
automatically follow that 3ust because the conduct of an insurrectional force is attributable 
to the state, that state incurs international responsibility for the acts of the insurrectional 
force. A separate inIuiry must be conducted to ezamine the stateTs substantive liability as a 
matter of international law.

Whe most common claims arising out of civil unrest brought by investors against states 
include breach of the full protection and security CF972 standard, breach of the prohibition 
against ezpropriation and breach of what are known as war clauses Cfound only in certain 
international investment treaties2.

Whe F97 standard is considered to impose a dual obligation on the stateZ Grst, the obligation 
to abstain from engaging in actions that 3eopardise an investorTs securityY and, second, the 
obligation to protect investors from harmful activities carried out by third parties. Whe latter 
obligation is sometimes referred to as an obligation of due diligence.[52]

Whe contours of the F97 obligation were ezamined in AAPL v. Sri Lanka, in which an investorTs 
shrimp farm was demolished and the 6H employees lost their lives when the territory in which 
it was located came under the control of Wamil Wiger rebels. Bn the event, the tribunal held that 
F97 could not be construed as providing investors with an absolute guarantee of protection 
and security and thus did not entail the stateTs strict liability Cfollowing long-established 
arbitral precedent[53]2, as alleged by the investor.[54]

Bn AMT v. Zaire, soldiers of the [airian armed forces were alleged to have looted and stolen 
the investorTs property Cincluding batteries and consumer goods2. Whe investor did not allege 
strict liability but instead succeeded in arguing that [aire had failed to comply with its 
obligation of vigilance and care by failing to take every necessary measure to protect and 
secure APWTs investment.[55] Whe case concerned two ma3or attacks against APW, the Grst 
of which was unforeseeable Cso the tribunal determined2, but [aire should have anticipated 
the second and taken preventive measures.[56]

Bn a case arising out of the Arab 7pring, the tribunal in Ampal v. Egypt held that –gypt had 
failed to protect the physical security of a pipeline from the attacks of saboteurs. Whe tribunal 
took the speciGc circumstances in which the damage occurred into account and determined, 
following the decision in Pantechniki v. Albania,[57] that the stateTs ability to provide F97 
in respect of the Grst attack was inhibited by the prevailing Kpolitical instability, security 
deterioration and general lawlessnessT.[58] jowever, the state was held liable for subseIuent 
attacks, as they demonstrated the stateTs failure to implement protection measures, as it had 
planned, in violation of its obligation of due diligence.[59]

7imilarly, in Strabag v. Libya, the tribunal held that F97 must be assessed taking into account 
the speciGc circumstances of the case, namely Kweak and uncertain state authority, recurring 
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armed conLict, and widespread breakdown of the law in wide areas of the countryT.[60] Whe 
tribunal concluded that Kit was not reasonably possible for the (ibyan authorities to take 
consistent and effective measures to protect the claimantTs investmentT Calthough certain 
reLective losses could be recovered in the event2.[61]

Bn Cengiz v. Libya, the investor entered into a series of construction and infrastructure 
contracts with a (ibyan state entity. Following various acts of violence, destruction and 
robbery that arose in the contezt of (ibyaTs civil war in 64HH and 64Hx, the tribunal awarded 
some $78J4 million to the investor on the grounds that (ibya breached its F97 obligation 
under the (ibyaUWurkey bilateral investment treaty C)BW2.[62]

Vocumented unlawful ezpropriations of investorsT assets are perhaps less common than 
breaches of the F97 standard,  but the risk of such an ezpropriation is nonetheless 
augmented during a period of civil unrest, not least as a Gght to gain control of a state will 
often entail a bid to establish control of certain key infrastructure.

Bn Wena Hotels v. Egypt, the tribunal held that the state permitted a government-owned hotel 
company to seiSe the investorTs hotels and strip them of furniture and assets without prompt, 
adeIuate and effective compensation Cas reIuired by law2.[63] –gypt was also found liable 
for ezpropriation in the Ampal case Creferred to above2, in circumstances where the state 
terminated a contract with the investor at a time when strong public criticism of a pro3ect 
that supplied gas to Bsrael was voiced.[64] Bn Olin v. Libya, a 0ypriot investorTs investment in a 
dairy and 3uice factory in (ibya was the sub3ect of a direct ezpropriation order, without prompt 
or effective compensation.[65]

Finally,  war  clauses  contained  in  certain  investment  treaties  ezpressly  provide  for 
compensation to be awarded to Iualifying foreign investors for losses arising from civil 
unrest or armed conLict. A simple war clause creates an even playing Geld by providing that 
foreign investors are treated on a par with national investors in relation to state measures 
such as restitution and compensation. For instance, Article ‘ of the (ibyaU9ortugal )BW 
provides as followsZ

–ach 9arty shall provide to investors of the other 9arty, whose investments 
suffer losses in the territory of the Grst 9arty owing to war or armed conLict, 
revolution, a state of national emergency, disobedience or disturbances or 
any other event considered as such, treatment that restitutes the conditions 
of these investments that ezisted before the damage had occurred,  or 
compensation, or any other settlement that is no less favourable than that 
9arty accords to the investments of its own investors, or of any third 7tate, 
whichever is more favourable. Any payment made under this article shall be, 
without delay, freely transferable in convertible currency.

–ztended war clauses can create additional substantive rights, in that they provide that 
losses suffered by an investor during a period of civil conLict through reIuisitioning or 
destruction of property shall be considered in the same light as losses arising from 
ezpropriation where the stateTs acts are not ezcused by the defence of necessity.[66]

–ztended war clauses have been described as containing KstringentT[67] reIuirements, and 
in neither AAPL[68] nor AMT[69] were the necessary conditions for an award under the 
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relevant eztended war clause met. 1onetheless, they remain an important potential source of 
protection for investors in 3urisdictions where armed conLict has affected their investment.

GOVERNMENT’S STANDING TO REPRESENT THE STATE

Whe third key Iuestion that arises in the contezt of civil unrest concerns the legitimacy of 
the regime purporting to bind the state and, therefore, a consideration of the standing of the 
respondent. Whis issue is particularly pertinent in situations where different regimes present 
competing claims to represent the state.

Whis issue was addressed head on in the case of Sabafon v. Yemen, in which the tribunal 
was tasked with establishing which of two KgovernmentsT had standing to represent ]emen 
in arbitration proceedings at the $nited 1ations 0ommission for Bnternational Wrade (aw 
brought by an investor in the telecommunications sector under ]emenTs investment law U 
the K7anaTaT government associated with the jouthi movement and backed by Bran, or the 
jadi government backed by 7audi Arabia, among others.[70]

1otwithstanding the jouthisT effective territorial control over the country, the tribunal 
concluded  that  the  international  communityTs  recognition  of  the  jadi  regime  was 
determinative of the Iuestion as to which regime represented the state.

&W/here can be no Iuestion that the jouthis ezercise effective control over the entire territory 
of ]emen. Accordingly, the Wribunal Gnds that the facts on the ground do not support the 
application of the effective control doctrine, or, in other terms, the facts on the ground 
are not su=cient to disregard the recognition by the international community of the jadi 
Rovernment. Whe Wribunal therefore concludes that the jadi Rovernment is the legitimate 
government both as a matter of ]emeni law and international law. Whe Wribunal is bound 
to take note of this state of affairs and to draw the necessary conclusions for the present 
case.[71]

Whe case Cand a very similar decision by the tribunal in BUCG v. Yemen2 emphasises that de 
jure recognition trumps a competing administrationTs de facto control U a notion that is at 
odds with the practice of determining the attribution of acts to a state Cwhere international 
recognition has not been a factor taken into consideration2.[72] 9rofessor Vumberry observes 
that there is a practical rationale to adopting this approachZ

’elying on effective control in this contezt may not be realistic and could create 
uncertainty given that the answers to the Iuestion as to who actually controls 
what part of the territory may change during the proceedings. Bn other words, 
there may be good reasons not to rely on effectiveness in this speciGc and 
uniIue contezt.[73]

Bn Solerec v. Libya, a French construction company entered into a settlement agreement with 
the Wobruk-based government elected to power in 64Hx, only for (ibya to subseIuently argue 
that the agreement should have been entered into with the Wripoli-based government formed 
in 64HJ. Whe tribunal held that the investor was led to believe that it was dealing with the 
legitimate government but did not determine which was the legitimate government.[74]

1aturally, any investor bringing a claim against a state that is at war should carefully consider 
whether it is pursuing the government that is recognised by the international community, 
rather than any other KgovernmentT that asserts its legitimacy on the international stage 
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by virtue of its effective control of a state or a part or parts thereof. Bndeed, it might be 
worthwhile considering whether it is appropriate to bring a claim against more than one 
party purporting to represent the state, and allow the ad3udicating tribunal to determine the 
correct state party as a preliminary matter in the proceedings Cnot least where the investor 
has had dealings with, for instance, different regulatory bodies or taz authorities2.

CONCLUSION

Whis chapter has ezamined the vulnerability of the telecommunications sector to the 
complez conseIuences of investing in politically unstable regions, where war or civil strife 
may harm the investment, be it through the actions of the state or third parties. Whis 
vulnerability is, in part, the logical corollary of the depth and breadth of the sectorTs market 
penetration and a reLection of the sectorTs critical nature, both during and following periods 
of conLict. qith geopolitical instability and telecommunications technology growing in 
parallel, we are bound to see many more disputes in this sector. Vespite Cor perhaps 
because of2 the high returns available, investors would do well to carefully assess the 
implications of investing in unstable states prior to committing eztensive resources. 
1aturally, political instability is not necessarily foreseeableY therefore, a sound awareness of 
the telecommunications investorTs obligations, protections, risk ezposure and risk mitigation 
options is all the more important.
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